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Who am |:

Mas (17) anos en Seguridad de la Informacion en los ultimos cinco
(05) afios en el area de Producto. Ingeniero Electronico por la
Universidad Privada del Norte y ha finalizado una maestria en
Marketing en la Universidad del Pacifico del Peru. Certificacion de
Seguridad SANS GIAC Firewall Analyst, SANS GIAC Auditor, Lead
Auditor 1SO 27001, CheckPoint Administrator, ISS/IBM Security

Analyst.

Fuentes:
(1) https://www.linkedin.com/in/cesar-farro-flores/

Seguridad - Andlisis de Ransomware



)
lNFo" m;.mnmm
2017 &

Indice:

e Definicidn

e Ramsoware antes de Mayo 2017
e |mpacto Global

e Timeline

e Sistema Afectados

e Bitcoins

e Métodos de infeccidn

e Recomendaciones

e Prevencion

e Herramienta y Recursos Usados

Seguridad - Andlisis de Ransomware



Definicion:

Ransomware es un tipo de programa que restringe el
acceso a determinados archivos y pide un rescate
Bitcoins a cambio de quitar esta restriccion.

Se hicieron populares en Rusia y su uso crecio
Internacionalmente en junio del 2013.

El método de propagacion mas comun es mediante el
envio de correos electronicos maliciosos ¢ .

Fuentes:
(1) https://www.incibe.es/protege-tu-empresa/avisos-seguridad/oleada-ransomware-correos-electronicosc
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2016 in numbers

The number of new ransomware
modifications increased

62 families appeared 2000
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Kaspersky Lab statistics on the ransomware threat in 2016

Fuentes:

percentage of

Name Verdicts® S
users

Trojan-Ransom.Win32.Onion

CTB-Locker f 2532
Trojan-Ransom.NSIS. Onion
Trojan-Ransom.Win32. Locky

Locky [ 7.07
Trojan-Dropper. JS. Locky

TeslaCrypt (active till May  Trojan- 654

2016) Ransom.Win32 Bitman
Trojan-
Ransom.Win32.Scatter /

Scatter TrOJ:an—Ransom. BAT Scatter / 5 85
Trojan-
Downloader.JS. Scatter /
Trojan-Dropper. J5. Scatter

Cryakl Trojan-Ransom.Win32 Cryakl 279

CryptoWall Trojan- 236

Ransom.Win32. Cryptodef

(1) https://securelist.com/analysis/kaspersky-security-bulletin/76757/kaspersky-security-bulletin-2016-story-of-the-year/

(2) https://blog.kaspersky.com/ransomware-in-targeted-attacks/6728/

(3) https://securelist.com/files/2016/06/KSN_Report_ Ransomware_2014-2016_final_ENG.pdf
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has been
e

~vith an millitary grade encryption
s page.will.help
* decryption of your computer.

Your documents, photos, databases and other important files have been encrypted with strongest
encryption and unique key, generated for this computer.

ed-in

es 1 O seconds

Private decryption key is stored on a secret Internet server and nobody can decrypt your files
until you pay and cbtain the private key.

You only have 96 hours to submit the payment. If you do not send money within provided time, all
your files will be permanently crypted and no one will be able to recover them.

Press “Wiew to view the list of files that have been encrypted.
Press ‘Next” for the next page.

hem.

t in corrulc
your ID.

92 18 34

PITITTTTIIIFTTIFTIFIIFIIFIIFIFIIIIFFTIIIFIIFIFIFIFIITIIIN .
© 2016 AO Kaspersky Lab. All Rights Reserved.
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Private key will be destroyed on
9/15/2013
8:44 PM

LB H R R LLE AR LLRLE R AL LR AR LR LA RR LR LR RL L AR LR L L LR LLE LSRN

(4
5
’
’
’
’
’
’
’
’
’
’
’
’
’
’
’
’
’
’
’
’
)
’
’
’
’
’
)
)
’
’
’
’
’
’
’
’
’
’
’
’
’
’
’
’
’
’
’
’
’
7

57:45:37

===GERMAN=="
Alle Dateien wurden mit REVENGE Ransomware verschlusselt.
Die notwendigen Schritte, um die Dateien wiederherzustellen.

4 n
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d with strongest

iles until you pay

© 2016 AO Kaspersky Lab. All Rights Reserved.

ATTENTION! YOUR DEVICE HAS
BEEN LOCKED REASONS
INDICATED BELOW.

Remaining time to pay a fine

ol I )
— V— — Yo Willful eopyright infringement is a federal crime that carries penalties of up to five years in federal prison,
a 5250,000 fine, forfeiture and restitution (17 W.5.C 5.506, 18 U.5.C 5.2319)

u are required by Jaw to pay a fine of 250 175D

b thres digys, o wearrant wall ke Far soir arest, which will be forwiardad to vour local aatharibies
Youwnl be charged, bned, conmcted for up 2 5 years
There are b 8 a fine
anr fine onlne throwgh BitCoin. BaCom is avedable neiomwics.
Lowr to find the pearest AT or emchange,
h

ched afber vou take your paaeat

10, :I:Jl:an-:mwhos'umLocal-:nunhnusear:l;av,m fins zxthe "Cashe

Il actions are illegal re fi d. Histo Tour capgrrer Bl be wnlocksd wethin 4-5 working daye
All it ! gal, a XE t £/ To regsan access aonsy, transder BaZom to the followmng addrezs (click to copwl

query stored in the database of the U.S. 1R AT Ca P 3w Enge TDn HOr ¥ idehn | 5FX
Department of Homeland Security Afer the parmens is finalized enter Transfer 100 below.

Ammpunt Transfer [

Offender Information

(,/\ -~

© 2016 AO Kaspersky Lab. All Rights Reserved.
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Infeccion, secuencia de pasos:

Método de Infeccibn mas comun utilizando un correo

electronico, ejemplo:

Subject: Notice of court attendance
From: Court Agent <security@court.agents.com> ’

Sunday, January 8, 2017 at 15:40 UTC

As a defendant you have been scheduled to attend the hearing in the court of your city.

Hearing date: 13 January 2017
Hearing time: 9:00 a.m.
Hearing subject: illegal use of software

Prior to the court thorougly study the plaint note in the attachment to this mail.

Sincerely,
Court agent,

Ao Mas http://neogenomes.com/court/

Link from malspam

{

Zip archive

!

Word document

!

PlaintNote_12545_copy.zip

Merry X-mas ransomware

PlaintNote_12545_copy.zip
Z I P 9K View Download

Fuentes: (1) https://isc.sans.edu/forums/diary/Merry+XMas+ransomware+from+Sunday+20170108/21905
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Herramientas y Recursos usados:

e Herramientas:

o SSMA, Simple Static Malware Analyzer, Autor: Lasha Khasaia, https://github.com/secrary
IDA PRO, Desensamblador Interactivo.

Wireshark, Analizador de paquetes de Red.

JPEXS Free Flash Decompiler, Descompilador.

Pestudio, Analisis Estatico de Malware, https://www.winitor.com/binaries.html

TCP View, Regshot, Process Explorer, Sysinternals, https://technet.microsoft.com/en-
us/sysinternals

e Recursos:

o http://www.malware-traffic-analysis.net/

https://www.virustotal.com/
https://www.hybrid-analysis.com
https://malwr.com/analysis/
http://contagiodump.blogspot.pe/

o https://cartilha.cert.br/ransomware/

e Agradecimientos:
e Lasha Khasaia, https://secrary.com/SSMA

André R. Landim, CAIS/RNP, hitps://www.rnp.br/servicos/seguranca
Geffrey Velasquez, hitps://pe.linkedin.com/in/geffreyvelasquez
Carlos Toledo, hitps://www.linkedin.com/in/cftoledo/

Sergio de lo Santos, https://www.elevenpaths.com/es/index.html

O O O O O

O O O O
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Infeccion, secuencia de pasos:

Proximos pasos:

b PlaintMote
-l e

Orgarle »  Exwact all files
Compressed size Size

=] PlaintNote 12545 copy.doc  Microsoft Office Word

TIME AFTER ALL FILES WILL BE DELETED

EF0123456780ABC0E

R YOUR DATA

NOW YOU NEED TO PAY TO RECC
CIEVE THE DECRYPTOR

AFTER MONEY TRANSFER YOU WILL

CONTACTS

1 Document protected by Microsoft Office Security system
. To decrypt this document, please click “Enable Editing"” from the yellow bar and then click “Enable Content

»»»»» BEGIN PGP MESSAGE-----
MIIEvEIBADANBgKqhkiGOw0BAQEFAASCBKEWEESKABEAACI BAQDN 723w IKIGINTL

mMVXfAnZ7b33bDK0daY nVphy03e Deel WnyDUQyfqQWY pcfWZHiVr/ TLOLjtxxCtVw

Fuentes:
(1) https://www.bleepingcomputer.com/news/security/-merry-christmas-ransomware-now-steals-user-private-data-via-diamondfox-malware/
Merry+XMas+ransomware+from+Sunday+20170108/21905

)

Seguridad - Andlisis de Ransomware



https://isc.sans.edu/forums/diary/

Archivos personales Cifrados:

Registros en Windows:
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Infeccion, Analizando:

Chrysanthemum.RMCMT1 TR« Fewrs » SumpiePenoes H e
Desert.jpg.RMCM1 P E—r——— ————
Hydranfeas.jpg.RMCMT1
Jellyfish.jpg.RMCM1

.
KO a I a J p g R M C M 1 Chrysanthermum Desert.jpg RMCM Hydrangeas g R Jelhyfish jpg SMC Koala jpg SMCM
. . ,p' ........ 1 MO Ml 1
G pNee
L .2
Lighthouse jpg R Pengum jpg RM Tulpsjpg AMCM YOUR FILES_ARE
MCML oM 1 DEADHTA

e Entrada Registry,Notificacidn Ramsoware aparesca al momento de logearse:

YOUR_FILES_ARE_DEAD.HTA

File Edit View Favorites Help
RADAR * || Name Type Data

:""o ab| (Default) REG_SZ (value not set)
unvnce =1 @B Adobe2  REG_SZ C:\Users\[username]\Desktop\YOUR_FILES_ARE_DEAD.HTA

< m

Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run

Fuentes:
(1) https:/lisc.sans.edu/forums/diary/Merry+XMas+ransomware+from+Sunday+20170108/21905
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Infeccion, Analizando:

Actividad a nivel de conexiones:

e |PLAN->192.185.18.204:80: neogenomes.com

e GET /court/PlainNote_12545_copy.zip HTTP/1.1
e IPLAN ->81.4.123.67:443:0nion1.host el
e GET /temper/PGPClient.exe HTTP/1.1 '
e |PLAN->168.235.98.160:443: onion1.pw
e GET/blog/index.php HTTP/1.1
Filter: http.request v  Expression... Clear Apply Save Filter Filter

Date/Timai Dst ;-nr‘ Host info

2017-01-08 15:57:48 192.185.18.204 BO neogenomes.com GET /court/PlaintNote 12545 copy.zip HITP/1.1
2017-01-08 15:58:38 81.4,123,67 443 omonl.host:443 GET /temper/PGPClient.exe HTTP/1.1
2017-01-08 15:58:46 168.235.58.160 443 onionl.pw POST /blog/index.php HTTP/1.1

Fuentes: (1) https://isc.sans.edu/forums/diary/Merry+XMas+ransomware+from+Sunday+20170108/21905
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2017 & RETOS Y PERSPECTIVAS DEL MUNDO DIGITAL

Infeccion, Analizando:

e Sin proteccion local y perimetral: ® Ne0genomes.com (sit Hackeado)
e 192.185.18.204:80:
1 e GET
—. e PlainNote 12545 copy.zip
d e HTTP/1.1
Internet
5 e onionl.host
e 81.4.123.67:443:
o GET
e temper/PGPClient.exe
e HTTP/1.1
Red LAN de la Empresa
3 e onionl.pw
\ \ e 168.235.98.160:443
= = e GET/blog/index.php
BB o HTTP/1.1
FW
j ﬁ Correo | Archivos i
. 2 o
PCs: Windows
+ Antivirus -

Base Datos

Seguridad - Andlisis de Ransomware
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Revenge Ramsoware: 2017-03-15

CONTACT E-MAILS:

BIBR- T E EMAIL: revOO@india.com
Heme 1-T|av- Veew Marage _ (7] d ;] B _1.. ‘ ' r ‘ .“,@4 | - — ’ EMAIL revengeOO@Wntemecom
o O X Pea il 4 + Poce;m  Veuldd [EPU Pevebyes | WelingSd PO CA| EMAIL: rev_reserv@india.com
Fin to Quick Past New Properties Sefect el 123%52K 5368 0B & .
N e Y OE 0w ek zrex w0k ID (PERSONAL IDENTIFICATION):
Spbourd Organiae awu g1 003 B00I6K 2K B0
Fiwchod e o&2 JERK 198K 2168 0123456789ABCDEF
1 Folder documents v & Seasch Folder o e o T3] ABSenvice o E2 <00 23,504 K 872K 2204 K
A * T8 | M25evice e |18 76K 32K 2244
T ivvched e ez 2068 % T54K 2HSR
R e [-'-]1«-%_5"“ sy 002 4548 K 15268K 2% Tt
B Desktop ¢ 8 evihodd e E2 63IRK 1B56K 2841
T evihel ane %2 4044 % 130K V2R .
. St cuSeoindomem (051 0% HIBK  BUOK WM e ZIP archive of the pcap: 2017-03-
= Documents o LD FILE SRASECTESD 35 £30 # | SearchProtocalHo 033 2388K 9580 33 e
= MHELP | 3 Bt HCTESDTS SE3BASECTESOTS 3 VReroet 2 K JINK 285 H
Bl Pictwes s BDAAMOAADI  S3DAASIAADOSK P oottt R o Dt Cairmmmme 15-ElTest-Rig-EK-sends-Revenge-
D62 REVENGE COAS2 REVENGE o lg Kedii |80 001 660K 266K TR .
- et w o2 26UK  EBERK TEMH ransomware.pcap.zip
B This PC 8 eviet axe :'.m 2564 K 120K 55401
3 Tievced ane ez 1580 % 576K BA72H -03-15- _Ria-EK- -
= L e - Dak  emex T 1. 2017-03-15-ElTest-Rig-EK-sends
 Document: o e A R Revenge-ransomware.pcap
Dow 3 BEISASLCTESDTS  BE3BAMCTESDTS  BEIBAMCTESDTS e fow 027 239K 41764 X 35 H .
) omman SSOMMBOAADIBE  GSDAABIAADLS  GSDAASOAADBIC ,,' = J):s 43 MoK 122.706 X N0 [ ZIP archive of the malware: 2017-03-
D Music DEEET.REVENGE ETBE4. REVENGE AEFS5 REVENGE © ToohwicTambreery oo | 052 o 432K 032K 380 N .
&1 Pictures 2 precanpd s lovs1 150 MB4K  3234K 2% %5 15-ElTest-Rig-EK-sends-Revenge-
Videos #  CansFacorder e \ 1354 402748K  406720% 4SS . .
W Videos T SScenBOBASIA0C ., 4850 % 200K 144K AoSM ransomware-malware-and-artifacts.zip
& Local Disk (C) | Jpeched e © o |esr : RELY 636K M2h :
el Ji ) » - 1. 2017-03-15-ElTest-Rig-EK-flash-
exploit.swf
7] 2017-03-15-Revenge- Ransomware-decryption-instructions: Bloc de notas. = X _ - _ -Ria- - i -
o oo et o i 2017-03-15-ElTest Rig-EK-payload-Revenge -ransomware-5uh 2. 2017-03-15-ElTest ng EK Iandlng
===ENGLISH=== . 0315.E17 est i EK.payload Revenge-ransomware- age.txt
A1l of your files were encrypted using REVENGE Ransomware. 5?5113.?,1.5:5:':5':}:?::?3{':%;3'?"""3'“°'°*=- Ve pag )
The action required to restore the files. ] . ; 3. 2017-03-15-ElTest-Rig-EK-payload-
Your files are not Tost, they can be returned to their normal state by decoding them. L e R B D .
The only wayhto dofth1s 1shto g%t_the sogtwaggle and your persona]f(j?cryp'gwn keyi . y Dloaseiall Missosst sl this'protion’ Revenge-ransomware-5uhcwesi.exe
Using any other software that claims to be able to recover your files will result in corrupte W have cresied sn oo tepot that you can sen to s We wil et _02.1E.- _ .
Yog can pugchase the_soft\.%tare and the decryption key by sending us an email with your ID. e 4. 2017-03-15-Revenge-Ransomware
And we sen 1nstruct10n§ or payment . ) To see what data this error report contains, click here. deCr thﬂ-InStl’UCtIOﬂStXt
After payment, you receive the software to return all files. ) Send Eror Repat P
For proof, we can decrypt one file for free. Attach it to an e-mail. 5.  2017-03-15-page-from-
activaclinics.com-with-injected-
Fuentes:

ElTest-script.txt
(1) http://www.malware-traffic-analysis.net/2017/03/15/index3.html P

(2) https://www.youtube.com/watch?v=x6bfGzo1HYI&t=43s
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Analizando:2017-05-03 payload-Revenge-
ransomware-5uhcwesi.exe LS
i total €9raroan ®o@o
malwr-y

Mombre: 2017-03-15-ElTest-Rig-EK-payload-Revenge-ransomware-5uhcwesi.exe

Detecciones: 51/ 60

MALWARE-TRAFFIC-ANAL

Fecha de analisis:  2017-05-09 03:4%:18 UTC ( hace 3 dias, 2 horas )

B Suhcwesiexe

Resources
Filename 5Suhcwesiexe

Size 114IGB (116224 bytes) lcon IEI
Type

Description  PE32 executable (GUI) Intel 80386, for MS Windows

Architecture 32 Bit

Language TURKISH

SHA256 B8ab65ceef6b8a5d2d0cOfb3ddbelcl756b5c224bafc8065c161424d63937721c B

Compiler/Packer  Microsoft visual C++ 8

Fuentes:

(1) https://www.virustotal.com/es/file/8ab65ceef6b8a5d2d0c0fb3ddbelcl756b5¢c224bafc8065¢161424d63937721c/analysis/1494301758/
(2) https://malwr.com/analysis/YzE1ZmZIY2MxZJIINDNjM2FhNzA1YWU2ZTk3N2JhOTqg/
(3) https://www.hybrid-

analysis.com/sample/8ab65ceef6b8a5d2d0c0fb3ddbelcl756b5c224bafc8065¢161424d63937721c?environmentld=100
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https://www.virustotal.com/es/file/8ab65ceef6b8a5d2d0c0fb3ddbe1c1756b5c224bafc8065c161424d63937721c/analysis/1494301758/
https://www.virustotal.com/es/file/8ab65ceef6b8a5d2d0c0fb3ddbe1c1756b5c224bafc8065c161424d63937721c/analysis/1494301758/
https://malwr.com/analysis/YzE1ZmZlY2MxZjllNDNjM2FhNzA1YWU2ZTk3N2JhOTg/
https://malwr.com/analysis/YzE1ZmZlY2MxZjllNDNjM2FhNzA1YWU2ZTk3N2JhOTg/
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Filename: 5uhcwesi.exe -
Size: 114KiB (116224 bytes) C"‘
Type: peexe
Description: PE32 executable (GUI) Intel
80386, for MS Windows

Architecture: 32 Bit

SHA256: 8ab65cecc161424d63937721¢c
Compiler/Packer: Microsoft visual C++ 8 (2) SSMA Simple Static Malware Analyzer
Rources, Language: Turkish (1)

e IP:91.207.7.77 , TCP Port 80, 5uhcwesi.exe PID Asociado: 3620, ASN: 47142 (PP Andrey Kiselev)

. Ukraine
HTTP Traffic
Endpoint Request URL Data
9120777780 POST fimages/temp/4gallery/temp  POST /images/temp/4gallery/temp_reserv/gallery php HTTP/1.1 Content-Type: application/ x-www
_reserv/gallery.php -form-urlencoded Host: 91.207.7.77 Content-Length: 26 Cache-Control: no-cache ¥ 200 0K
@ Maore Detals
91.207.7.77:80 POST fimages/temp/4gallery/ternp  POST /images/termp/4gallery/temp_reserv/gallery php HTTP/1.1 Content-Type: application, x-www
_reserv/gallery php -form-urlencoded Host: 91207 7 77 Content-Length: 29 Cache-Control: no-cache « 200 OK
® More Details
Fuentes:

(1) http://www.malware-traffic-analysis.net/2017/03/15/index3.html
(2) https://secrary.com/SSMA
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http://www.malware-traffic-analysis.net/2017/03/15/index3.html
http://www.malware-traffic-analysis.net/2017/03/15/index3.html
http://www.malware-traffic-analysis.net/2017/03/15/index3.html
http://www.malware-traffic-analysis.net/2017/03/15/index3.html
http://www.malware-traffic-analysis.net/2017/03/15/index3.html
https://secrary.com/SSMA
https://secrary.com/SSMA
https://www.google.com.pe/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&ved=0ahUKEwibwoD7wtLTAhVCeSYKHYcvA8IQFgglMAA&url=https://github.com/secrary/SSMA&usg=AFQjCNF67S_pG4yj4zT_NVt-OT89uOUyKQ
https://www.google.com.pe/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&ved=0ahUKEwibwoD7wtLTAhVCeSYKHYcvA8IQFgglMAA&url=https://github.com/secrary/SSMA&usg=AFQjCNF67S_pG4yj4zT_NVt-OT89uOUyKQ
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Analizando en la Red: 2017-05-03 payload-Revenge- &>
ransomware- 5uhcweS| exe @5©0

5uhcwesi.exe -

191.207.7.77:80

POST Uiraie
/imagenes/temp/4ga|lery/temp/_
reserv/gallery.php

'\._

Internet — ’

FW SHA2: 8ab65ceef6b8a5d2d0cofb3ddbelcl756b5¢224bafc8065¢161424d63937721c
Firewall:
Fortinet, W32/Kryptik.FPVS!tr, 20170503 < |
Palo Alto Networks, generic.ml, 20170503
Red LAN de la Pyme
'E :
Sistema Operativos :
Microsoft,Ransom:Win32/FileCryptor, 20170503
- Correo | Archivos ¢, Como se da cuenta el
Antivirus /AntiMalware: Administrador de Seguridad
PCs: Windows Kaspersky, Trojan.Win32.Reconyc.huvf, 20170503 que se trata d,el mlsmo
+ Antivirus Malwarebytes, Ransom.Revenge, 20170503 ramsoware, si se estan
McAfee, Trojan-FLTVI3BCEADD4C2C5, 20170503 reportando con diferentes
Base Datos AVG, GenericX.1381, 20170503 nombres?

ESET-NOD32, Win32/Filecoder.HydraCrypt.G, 20170503
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Iniciativas: mm E Em

v Merry X-Mas Decryptor

Merry X-Mas Decryptor can decrypt files encrypted by the Merry X-Mas 1 ; 9 - : .
C RYPT O S HER I F F ransomware ' .

Tool made by Check Point Tool made by Emsisoft

\v Teslacrypt Decryptor

@ RAN S O Mw ARE : Q&A TeslaDecryptor can decrypt files encrypted by TeslaCrypt v3 and v4

For more information, please see this how-to guide

Tool made by Kaspersky Lab Tool made by Intel Security

T T T s Popcorn Decryptor

DE c R Y P I OI‘ O OL S The tool is designed to decrypt files encrypted by the Popcorn Ransomware. This zip file is encrypted with password 1 » y
: : DOWNLOAD
elevenpaths ! |

Tool made by Elevenpaths

Please note that this zip file is encrypted with password: "elevenpaths”. For more information please see this how-to guide

REPORT .A, CRIME . Back-up!Back-up!Back-up!
. Use robust antivirus software
Keep all the software on your computer up to date
Trust no one. Literally, Never open attachments in emails from
someone you dont know.
O PREVENTION ADVI CE : Ena_ble the "Show file extentions" option in the windows
settings on your computer.
Disconnect immediately from the internet (such as home Wi-Fi)

Fuentes:
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https://www.nomoreransom.org/decryption-tools.html/
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Cerare Recomendaciones:

e Tralamento de Incidentes
de Seguranca o Brasil

e Cuidado- Concientizar a tus empleados. ‘
No pagar por el rescate. e & 2

o \

e Backup es la solucién mas efectiva. -

e Backup automaticos de acuerdo a la alteracion de los datos.

e Tenga actualizado las versiones del Sistema Operativo, Aplicaciones, Base de
Datos.

e Tener versiones desactualizadas son potenciales vulnerables.

e Desistale los programas que no usa.

e Use programas originales.

e Instale un Antivirus (Anti Malware) mantenga actualizado de preferencia
diariamente.

e Antivirus para validar discos duros y unidades removibles.

e Instale un AntiSpam y configure para verificar archivos adjuntos en correo

electronico,
e Firewall personal y actualizado

Fuentes:
(1) https://cartilha.cert.br/ransomware/
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Antes del 12 de Mayo

¢Estabamos listos para lo que venia?

Seguridad - Andlisis de Ransomware



WannaCry - Viernes 12 de Mayo

6:25 PM Eastern O

Fuente: https://www.nytimes.com/interactive/2017/05/12/world/europe/wannacry-ransomware-map.html?_r=o0
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Countries hit in initial hours of cyber-attack

UK: 61 NHS Russia: Country's
organisations interior ministry
US: Delivery company reported 1.000 of its

disrupted

FedEx affected computers infected

Linie

“Map shows countries affected in first few hours of cyber-attack. according to
Kaspersky Lab research, as well as Australia, Sweden and Norway. wheare incidents
have been reported since

Scource Kaspersky Lab's Global Resesarch & Analysis Team BiEaE

Fuente: http://www.laprensa.hn/mundo/1070719-410/empresas-malware-wannacry-ciberataque-global
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# Home / Tracker /| worypt

1412 419,179

¥ Infection Map (age: Oh Om 57s)

2

Fuente: https://intel.malwaretech.com/botnet/werypt/?t=1m&bid=all
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WannaCry - Ramsoware

e Es un malware que afecta Windows el cual cifra archivos y
solicita un pago en Bitcoins, este ataque empezo6 el viernes 12
de mayo, +200,000 victimas, + 150 paises, se propaga por
medio del puerto 445/TCP (SMB).

e Aprovecha una Vulnerabilidad: CVE-2017-0145

e Permite que atacantes remotos ejecuten codigo arbitrario via

paquetes creados con mala intencién aprovechando una

1lnarahilidad an al carinerin QMR Aa “ﬁicrosoft
Fuente: http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-0145 *

Fuente: https://www.thesun.co.uk/tech/3562470/wannacry-ransomware-nhs-cyber-attack-hackers/
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http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-0145
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http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-0145

Tercer Congreso Internacional
de Ingenieria Informatica

INFO»
2017 &

RLTOS Y PERSPECTIVAS DEL MUNDO DIGITAL

WannaCry - Ramsoware

CVE-2017-0145 Learn more at National Vulnerability Database (NVD)

* Severity Rating # Fix Information * Vulnerable Software Versions « SCAP Mappings

Description

The SMBv1 server in Microsoft Windows Vista 5P2; Windows Server 2008 5P2 and R2 SP1; Windows 7 SP1; Windows 8.1; Windows
Server 2012 Gold and R2; Windows RT 8.1; and Windows 10 Gold, 1511, and 1607; and Windows Server 2016 allows remote attackers
to execute arbitrary code via crafted packets, aka "Windows SMB Remote Code Execution Vulnerability." This vulnerability is different
from those described in CVE-2017-0143, CVE-2017-0144, CVE-2017-0146, and CVE-2017-0148.

References

Note: References are provided for the convenience of the reader to help distinguish between vulnerabilities. The list is not intended to be complete.

s CONFIRM:https://portal.msrc.microsoft.com/en-US/security-quidance/advisory/CVE-2017-0145
« BID:9&6705
o URL:http://www.securityfocus.com/bid/96705

Date Entry Created

20160909 Disclaimer: The entry creation date may reflect when the CVE-ID was allocated or reserved, and does not
necessarily indicate when this vulnerability was discovered, shared with the affected vendor, publicly
disclosed, or updated in CVE.

Fuente: http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-0145
Fuente: https://www.thesun.co.uk/tech/3562470/wannacry-ransomware-nhs-cyber-attack-hackers/
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NSA desarrollaba Exploits: “Cyber Weapons”

Exploits

* EARLYSHOVEL RedHat 7.0 - 7.1 Sendmail 8.11.x exploit

* EBBISLAND (EBBSHAVE) root RCE via RPC XDR overflow in Solaris 6, 7, 8, 3 & 10 (possibly newer) both SPARC and x86.

* ECHOWRECKER remote Samba 3.0.x Linux exploit.

* EASYBEE appears to be an MDaemon email server vulnerability

& EASYFUN EasyFun 2.2.0 Exploit for WDaemon / IIS MDaemon/WarldClient pre 9.5.6

® EASYPIis an [BM Lotus MNotes exploit that gets detected as Stuxnet

* EWOKFREMZY is an exploit for BM Lotus Domino 6.5.4 & 7.0.2

* EXPLODIMGCAN is an [IS 6.0 exploit that creates a remote backdoor

» ETERMALROMAMCE is a SMB1 exploit over TCP port 445 which targets XP, 2003, Vista, 7, Windows 8, 2008, 2008 R2, and
gives SYSTEM privileges {(M517-010)

* EDUCATEDSCHOLAR is a SMB exploit (MS09-050)

* EMERALDTHREAD is a SME exploit for Windows XP and Server 2003 (M310-081)

* EMPHASISMIME is a remote IMAP exploit for IBM Lotus Domino 6.6.4 to 8.5.2

LI e e NfE ] F RN o] R Y = i Outl ook Exchange WebAccess rules to trigger executable code on the client's side to send

* EPICHERO O-day exploit (RCE) for Avaya Call Server

& ERRATICGOPHER is a SMBv1 exploit targeting Windows XP and Server 2003

= ETERNALSYMERGY is 2 SMBv3 remote code execution flaw for Windows & and Server 2012 SPO (MS17-010) )
 ETERNALBLUE is a SMBv2 exploit for Windows 7 SPL (M517-010) Equation Grou p.
* ETERNALCHAMPION is a SMBvl exploit

* ESKIMOROLL is a Kerberos exploit targeting 2000, 2003, 2008 and 2008 R2 domain controllers

& ESTEEMAUDIT is an RDP exploit and backdoor for Windows Server 2003

» ECLIPSEDWING is an RCE exploit for the Server service in Windows Server 2008 and later (MS08-067)

* ETRE is an exploit for IMail 8.10 to 8.22

* ETCETERABLUE is an exploit for IMail 7.04 to 8.05

* FUZZBUMCH is an exploit framework, similar to MetaSploit

& ODDJOB is an implant builder and C&C server that can deliver exploits for Windows 2000 and later, also not detected by
any AV vendors

Fuente: @ GitHub, Inc. [US] | https://github.com/misterchOc/shadowbroker/
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Fuente:https://en.wikipedia.org/wiki/Equation_Group
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WannaCry - Timeline, resumen

Agosto 2016 14 de Marzo 14 de Abril 12 de Mayo 13 de Mayo
ShadowBrokers Microsoft publica Shadow Brokers WannaCry, Microsoft publica
18 Boletines, MS17-010, Publica Exploits afecto parches
ejecucién remota de codigo +200k Pcs, Windows XP
Server Message Block 1.0. +150 Paises Windows 8
aprovecha: Winsows Server

CVE-2017-0145 2003

13 de Junio I%7e dz \I]?l;rr]rlgoware
Microsoft Security Yt .
: usa exploit SMS/Eternalblue
Advisory 4025685 . :
. , cifrados con AES-128bits.
Adobe Security Bulletin Modifica MBR(Master Boot Record
APSB17-17 odifica (Master Boot Record) y

habilita la encriptacion de
MFT(Master File Table), Luego
reinicia la maquina.

Fuente: https://technet.microsoft.com/en-us/library/security/ms17-010.aspx
Fuente: https://github.com/misterchoc/shadowbroker/
Fuente: https://twitter.com/shadowbrokerss/with replies
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https://github.com/misterch0c/shadowbroker/
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theshadowbrokers @shadowbrokerss - 13 ago. 2016
@RT_com @cnnbrk @time @breakingnews @bbcbreaking @ws] @nytimes
Equation Group - Cyber Weapons Auction #EQGRP_AUCTION

& Traducir del inglés

& w  Size Type
B BANANAGLEE T theshadowbrokers @shadowbrokerss - 14 abr.
W BARGLEE litem Folde @hackerfantastic Lost in Translation — Steemit steemit.com/shadowbrokers/...
il BLATSTING 7items  Folde enjoy!
|l BUZZDIRECTION 2items  Folde & Traducir del inglés
| EXPLOITS 8items Folde

oPs Bit Fold - i, -
- For Lost in Translation — Steemit
B SCRIPTS 33items Folde .
p— eme v KEK...last wgeh theshadowbrokers be tr*,rlng.tn .help

, peoples. This week theshadowbrokers be thinking fuck

| TURBO 2items Folde

peoples. Any... by theshadowbrokers
Equation Group - Cyber Weapons Auction

.
Imgur: The most awesome images on the Internet. S te e | I I I t sleemit.com

imgur.com

Fifth leak: "Lost in Translation™ [edit]

On April 14, 2017, the Twitter account used by The Shadow Brokers posted a tweet with a link[2¥ to a Steemit story. Herein, a message with a link to the leak files, encrypted
with the password Reeeeceeeseeeees .

The overall content is based around three folders: "oddjob", "swift" and "windows"[2'] The fifth leak is suggested to be the "...most damaging release yet'l?3l and CNN guoted
Matthew Hickey saying, "This is quite possibly the most damaging thing I've seen in the last several years,".[2]

The leak includes, amongst other things, the tools and exploits codenamed: DANDERSPIRITZ, ODDJOB, FUZZBUNCH, DARKPULSAR, ETERNALSYNERGY,
ETERNALROMANCE, ETERNALBLUE, EXPLODINGCAN and EWOKFRENZ Y [221241125]

Some of the exploits targeting the Windows operating system, had been patched in a Microsoft Security Bulletin on March 14, 2017, one month before the leak occurred. 28271
Some speculated that Microsoft may have been tipped off about the release of the exploits.[28

Fuente: https://technet.microsoft.com/en-us/library/security/ms17-010.aspx
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I misterchOc / shadowbroker A Watch « 353 W Unstar | 2,724 W Fark | 1,881
https://github.com/misterchOc/shadowbroker/ )
< Code Issues & Pull requests 1 Projects 0 Wik Insights ~
Branch: master ~ | shadowbroker / windows / specials / Create new file | Upload files | Find file | History
I misterchOc / shadowbroker .misterchﬂc decrypted files httpsy//steemitcom/shadowbrokers/@theshadowbrokers/l... |~ Latest commit beEFF5F on 14 Apr
£ Code Issues & Pull requests 1 Projects
[El Eternalblue-2.2.0.0xm tit.comy/shadowbrokers/ @theshadowbroker 3 months ago
The Shadow Brokers "Lost In Translation” leak [£] Eternalblus-2.2.0.exe decrypted files https:/) nit.com/shadowbrokers/ @theshadowbrokers/.., 3 months ago
[E] Eternalblue-2.2.0.f deaypted files hitp emit.comy/shadowbrokers/ @theshadowbrok 3 months ago
D 21 commits ¥ 1branch
[E] Eternalchampion-2.0.0.0.3m decrypted files hittp emit.com/shadowbrokers/ @theshadowbroke 3 months ago
- ) [l Eternalchampion-2.0.0.exe emit.com/shadowbrokers/ @theshadowbrok: 3 months ago
Branch: master = Mew pull request
[El Eternalchampion-2.0.0.fb emit.comy/shadowbrokers/ @theshadowbroker: 3 months ago
. e e = etch-O.dl deaypted files hifp: rit.comy/shadowbrokers/ @theshadowbrok: 3 months ago
I oddjob oddjob [ etchCore-Ouesd.dll deaypted files hitp: emit.com/shadowbrokers/ @theshadowbrok 3 months ago
= swift decrypted files htip emMit.com/shadow | g etchCore-0uS6.dil decrypted files hitp emit.comy/shadowbrokers/ @theshadowbrok 3 months ago
s vindows IMerge branch ‘master’ of hitpsi/fgithub.col | 5 aten 2 g decypted file emit.comy/shadowbrokers/@theshadowbrol 3 months ago
[E] READMEmd Update READWME.md ]
! misterchOc / shadowbroker G Watch~ | 353 W Unstar | 2.724 ¥ Fork | 1381
[ file-listing oddjob
EE README.md <» Code ssues B Pull requests 1 Projects @ Wiki rsights ~
EBranch: master = | shadowbroker / windows / implants / Create new file | Upload files | Find file | History
https://steemit.com/shadowbrokers/ @the:
. misterchilc decrypted files httpss/fsteemit.comyshadowbrokers/@theshadowbrokers/L.. | - Latest commit be8FF5F on 14 Apr
Exploits
E] Darkpulsar-1.1.0.9xml decrypted files hitps:/fsteemit.com/shadowbrokers/@theshadowbrokers/l... 3 months ago
[E] Darkpulsar-1.1.0.exe decrypted files hitps://fsteemit.com/shadowbrokers/{@theshadowbrokers/l... 3 months ago
&l Darkpulsar-1.1.0.fb decrypted files hitps://steemit.com,/shadowbro @theshadowbrokers/l... 3 months ago
E] Mofconfig-1.0.0.0.f0 decrypted files hitps://steemit.comy/shadowbrokers/@theshadowbrokers/... 3 months ago
£ Mofconfig-1.0.0.0.xm decrypted files hitps:.//steemit.co @theshadowbrokers/l... 3 months ago
[E] Mofconfig-1.0.0.exe decrypted files hitps://steemit.co @theshadowbrokers/.. 3 months ago
pluginhelper.py decrypted files hitps:/fsteemit.co @theshadowbrokers/l... 3 months ago

Fuente: https://github.com/misterchoc/shadowbroker/

Seguridad - Andlisis de Ransomware



https://github.com/misterch0c/shadowbroker/
https://github.com/misterch0c/shadowbroker/

h
'NFo-’ :.:::;mhvbln‘omﬂu
2017 &

TOP SECRET//SU/NOFORN

TOP SECRET//SI/NOFORN

- - 2n .- -

00566_2_FW1-Configuration: Bloc de notas
Archive Edicion Formato Ver Ayuda

ENSBPASA1# show run

: Saved

Ll

'ASA Version 7.0(6)
|

hostname ENSBPASA1
domain-name sag
enable password PVSASRJovmamnVkD encrypted
‘names

name 192.168.202.25 sag-srvl|

name 192.168.202.20 sag-srv2

name 192.168.246.7 vpnl-2-nsrp

name 192.168.246.6 vpn2-int
name 192.168.246.5 vpnl-int

Al Quds Banrk for
Deyvelopment & 4 Shareq, muiti-oank
investment SAA servers

l Miggieware '

Back End

W

ENSBDMGMT2

Fente: https://github.com/misterchoc/shadowbroker/
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‘ vive - H l@ @ Notwork : Network | ® _ i
LEGEND: | .g.
| NSRF PN AT
BOLD means the box has been ~~~~-~ A mmdionin - ™ i
( RED means the box has been s | K L
operatingSystemVersion operatingSystem name
H 5.0 (2195) Windows 2000 Server QASERVER
‘ 192.168.200.34 fiiv-srv2 5.0(2195) Windows 2000 Server QASERVER2
192.168.200.35 fiiv-srv3 5.1(2600) Windows XP Professional QATEST
‘ _ 5.1(2600) Windows XP Professional QA
iigziggi; ::':f;? 5.0 (2195) Windows 2000 Server Qlis
é 192.168.200.46 | difx-snv2 5.0(2195) lWindowa 2000 Server QliB2K
197.168.200.47 ENSBDDIFx1 2-1(2600) Windows XP Professional QAIS
192.168.200.50 sharedsaa-srv 9.0 (2195) Windows 2000 Server QliB-cC
5.1 (2600) Windows XP Professional QIDRISI
5.2 (3790) Windows Server 2003 QAHOST1
192.168.200.53 sharedsaa-srv. 5.2 (3790) Windows Server 2003 QNBVM
192.168.200.56 pmap-svi i
192.168.200.57 | pmap-sn2 6.1 (7600) Windows Server 2008 R2 Enterprise QAHOST3
192.168.200.58 pmap-sn3 5.2(3790) Windows Server 2003 QTEL
192.168.200.59 dgcx-srv1 6.1 (7600) Windows 7 Enterprise QUENTIN-ENLA
5.2 (3790) Windows Server 2003 QNBPH1
5.2 (3790) Windows Server 2003 QNBPH2
5.2(3790) Windows Server 2003 QNBPH1-DEV
6.1 (7600) Windows Server 2008 R2 Enterprise QASAA7

6.1 (7600) Windows Server 2008 R2 Enterprise QAREPORTING2-5
/ ithub..g:om /ISTET G posaay s vasy
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Microsoft Security Bulletin MS17-010 - Critical

Security Update for Microsoft Windows SMB Server (4013389)

Published: March 14, 2017

Version: 1.0

Executive Summary =

This security update resolves vulnerabilities in Microsoft Windows. The most severe of the vulnerabilities SECUIE SR

could allow remote code execution if an attacker sends specially crafted messages to a2 Microsoft Server Affacted Software and
Message Block 1.0 (SMEBv1) server. Vulnerability Severity Ratings
This security update is rated Critical for all supported releases of Microsoft Windows. For maore Vulnerability Information

information, see the Affected Software and Vulnerability Severity Ratings section. )
Security Update Deployment

The security update addresses the vulnerabilities by correcting how SMEBv1 handles specially crafted Acknowledgments

requests.
Disclaimer
Far mare information about the vulnerabilities, see the Vulnerability Information section.
Revisions
For more information about this update, see Microsoft Knowledge Base Article 4013389, e s
= https://support.microsoft.com/es-co/help/4013389/title

MS17-010: Actualizacion de seguridad = Correo electronico
para Windows Server de SMB: 14 de B mprimir
marzo de 2017

Resumen

Esta actualizacién resuelve vulnerabilidades en Microsoft Windows. La més grave de estas vulnerabilidades podria

permitir la ejecucion remota de cédigo si un atacante envia mensajes especialmente disefiados & un servidor de

Microsoft Server Message Block 1.0 (SMBv1).

Egéa obtener mas informacion acerca de la vulnerabilidad, consulte el boletin de sequridad de Microsoft MS174
0.

Fuente: https://technet.microsoft.com/en-us/library/security/ms17-010.aspx
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v EternalBlue

Exploits - -> Microsoft

v ExplodingCan

13 de Junio, 2017 v EnglishmanDentist

e EternalBlue SMB exploit — WannaCry ransomware attack, para diferente
versiones de Windows.

e Pero la compania, dejo tres Windows zero-day exploits unpatched?, Windows
Hacking Tools:

o "EsteemAudit,"
o "ExplodingCan,"
o "EnglishmanDentist,"

e EsteemAudit, peligroso Windows Hacking tool, RDP Microsoft Windows Server
2003 and Windows XP machines,

e ExplodingCan, explota un bug de lIS 6.0.
e EnglishmanDentist, explota Microsoft Exchange servers.

Fuente: http://thehackernews.com/2017/06/important-windows-updates.html
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Microsoft,publica:

13 de Junio, 2017

Microsoft Security Advisory 4025685
Guidance related to June 2017 security update release
e Microsoft blog post, the critical down- Publihed: dune 3 207
Version: 1.0
level patches for three Windows
. n Executive Summar
eXpIOItS Were prompted by an elevated Microsoft is arnouncingthestIabiI[tycfsdditicral“..lidance"oru'[ticalsec..lrit‘.fucates_.thatareat Executive Summary

On this page

. . n heightened risk of exploitation due to past and (i IEIE Rl e Rl Some of Advisory FAQ
rl S k Of d eSt ru Ct |Ve Cybe ratta C kS by the releases are new, and some are for older platforms that we are making publicly available today. '
Other Information
. . Consumers who have automatic updates enabled through Windows Update are already protected
g Ove rn m ent O rg a n Izat I O n S, referred to and have no action to take. Windows 10 has automatic updates enabled. To check if automatic updates

are enabled see Windows Update: FAQ.

as "nation-state actors or other copycat

e Organizations. yatches for Windows XP, Vista, and Server 2003 contain fixes or
mitigations for three alleged NSA-developed exploits — EsteemAudit,

=____1_ i _ _~_ __ — 0 w=__ __ 0 _____ _ __ "™ _ __x®°_

Which Windows version are you running?

For customers using Windows Server 2008, Windows 7, Windows Server 2008 R2, | For customers using Windows XP, Windows Vista,
Windows Server 2012, Windows 8.1, Windows 8.1 RT, Windows Server 2012 R2, | Windows 8, Windows Server 2003, or Windows
Windows 10, or Windows Server 2016 see Microsoft Knowledge Base Article Server 2003 R2 see Microsoft Knowledge Base article
4025686 for quidance. 4025687 for quidance.

Fuente: https://technet.microsoft.com/en-us/library/security/4025685.aspx
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WannaCry - Sistemas afectados

1. Windows Vista

2.  Windows Server 2008

3. Windows 7

4. Windows Server 2008 R2
5. Windows 8.1

6. Windows Server 2012

7. Windows Server 2012 R2

8. Windows RT 8.1

9. Windows 10

10. Windows Server 2016

Fuente: https://technet.microsoft.com/en-us/library/security/ms17-010.aspx
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Payment will be raised on

5152017 16:50:06

Time Left

Your files will be lost on
5192017 16:50:06
Time Lefit

Hiow 1 buy bitcoir

Contact Us

Seguridad - Andlisis de Ransomware

el 1 L i

You have a new message:

= sent me the correct amounts of bitcoin,

hour before your payment.

PLL-J'U, b LR LELAL b pILLY AEA S

How Do I Pay?

<How to buy bitcoins,

115p7 UMMngej1pMvkpHijcRdfUNXjELrLn

Check Payment

o My Computer?

Send me a message with your unique bitcoin wallet address an

Englizh "

Xl longer accessible
vay to recover your
:our decryption

1 have aready sent deayption keys to many customers who had

and I guarantee the deayptions for such honest customers,

. But you have not so

Then you wil receive the decryption key more guickly.

rypt=.

= douhled.

RELLY ol F A R OLAL b M LR B L e P R el Y RPLEL R fﬂl’t?lﬂ'

We will have free events for users who are so poor that they couldn't pay 1n 6 months.

Payment 15 accepted in Bitcoin only. For more mformation, clhck <About bitcoin®>,
Please check the current price of Bitcoin and buy some bitcoms. For more mformation, chck

And send the correct amount to the address specified in this windosw
After vour payment, chek <Check Payment>. Best tme to checlks 9:00am - 11:00am GMT

. = Send $300 worth of bitcoin to this address:
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WannaCry - Bitcoins

G O | @ Esseguro | https://bitcointalk.org/index.php?topic=1916199.0

Qunenin @ Re: Monitoring WannaCry hackers' bitcoin addresses in real time
Hero Member May 13, 2017, 05:13:35 PM
s iwdiwileil)

Quote from: coinits on May 13, 2017, 04:13:00 PM

Activity: 504

&

E 12t9YDPgwueZ9NyMgws19p7AA8isjireSMw
13AM4VW2dhxYgXeQepoHkHSQuy6NgaEb94
115p7UMMnNgoj1pMvkpHIijcRdfJNXj6LrLn

Wallet 3: 13aMavwW2dhxyYgeQepoHkHSQuyeMNgaEbSa

liwe link: https://blockchain.info/faddress/13AMAVW2dhxYagXeQepoHkHSQuy6MgaEbo4

36 transactions = 6.53259945 BTC

~ 14,28 BTC x $1735.35 per BTC = 24,781 ransom paid thus far.

Add more addresses as you find them.

Fuente: https://bitcointalk.org/index.php?topic=1916199.0
Fuente: http://howmuchwannacrypaidthehacker.com/index.php
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1 BTC 252211 UsD

WANNACRY
Resumen Actas BTC 50 7?421
Direccion 12t9¥YDPgwueZ SNyMgws519pTAABIsjrESMw Mamer
Hash 160 14a477964ed719135d1598da348a858b18b441d5 total re
Herramientas Etiquetas Relacionadas - Las salidas no utilizadas Balanc

WANMNACRY
Recumen Actas USD 130,302.37
Direccién 13AMAVWZdhxYgXeQepoHkHSQuyENgaEDbS4 Numero
Hash 160 17b4bd9a139158614e8f54c6b800a18226094363 total req

WANMNACRY
Herramientas Etiquetas Relacionadas - Las salidas no utilizadas Balancg BRL 41 _{ 2?_4 24

. .

Resumen Actas
Direccion 115p7UMMngo]1pMvKpHIijc RATJNXELILN NOmero de transacciones 3 al]
Hash 160 00e81d98ca34195b020af4a8b1c 723866304212 total recibida 14.08097351 BTC gl
Herramientas Efiquetas Relacionadas - Las salidas no utilizadas Balance final 14.08097351 BTC i

Solicitud de Pago Botdn de Donacion
Fuente: https://blockchain.info/address/12t9Y DPgwueZ9NyMgw519p7AA8isir6 SMw
Fuente: https://blockchain.info/address/115p7UMMngojlpMvkpHijcRdfINXj6LrLn
Fuente: http://howmuchwannacrypaidthehacker.com/index.php
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WannaCry - Método de Infeccion

e Se esta realizando por medio de SPAM masivo, correo electronico o a través de una memoria

USB de manera directa a tu computadora.

e Una vez que abres el archivo adjunto, automaticamente ejecuta el malware el cual genera dos
acciones:

e Busca otras computadoras con el sistema operativo Windows que estan vulnerables y ya

no seria necesario enviar un correo o hacer otra accién adicional para su ejecucion.

e Desde la computadora windows infectada realiza una conexién hacia servidores que estan en
Internet llamados C&C (Command & Control) estos servidores sirven para descargarse

otros componentes/payload.

Fuente: https://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=Ransom:Win32/WannaCrypt
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WannaCry - Instalacion

Una vez que tu computadora estd infectado se intentara conectar a Internet

hacia:

“xxx.iugerfsodpaifjaposdfjhgosurijfacwrwergwea.com” al puerto

8o0.

Luego crea el siguiente archivo y servicio:

e %SystemRoot% \tasksche.exe

® ImSsecsvc2.0

Fuente: https://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=Ransom:Win32/WannaCrypt
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WannaCry - Files

123 .jpeg .rb .cs .odt .tiff .602 .jpg .rtf .csr .onetoc2 .txt .doc .js .sch .csv .ost .uop
.3dm .jsp .sh .db .otg .uot .3ds .key .sldm .dbf .otp .vb .3g2 .lay .sldm .dch .ots
.vbs .3gp .lay6 .sldx .der” .ott .ved .7z .1df .slk .dif .p12 .vdi .accdb .m3u .sln .dip
PAQ .vindk .aes .mgu .snt .djvu .pas .vinx .ai .max .sql .docb .pdf .vob .ARC
.mdb .sqlite3 .docm .pem .vsd .asc .mdf .sqlitedb .docx .pfx .vsdx .asf .mid .stc
.dot .php .wav .asm .mkv .std .dotm .pl .wb2 .asp .mml .sti .dotx

.png .wki .avi .mov .stw .dwg .pot .wks .backup .mp3 .suo .edb .potm .wma .bak
.mp4 .svg .eml .potx .wmv .bat .mpeg .swf .fla .ppam .xlc .bmp .mpg .sxc .flv .pps
xlm .brd .msg .sxd .frm .ppsm .xls .bz2 .myd .sxi .gif .ppsx .xIsb .c .myi .sxm .gpg
.ppt .xIsm .cgm .nef .sxw .gz .pptm .xlsx .class .odb .tar .h .pptx .xlt .cmd .odg
.tbk .hwp .ps1 .xltm .cpp .odp .tgz .ibd .psd .xltx .crt .ods .tif .iso .pst .xlw .jar .rar

.Zip .java .raw

Fuente: https://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=Ransom:Win32/WannaCrypt
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WannaCry - Prevencion

sineibe_
1.Aplicar el Parche MS17-010

e

2.Aislar los equipos Infectados
3.Desactivar el servicio SMBv1.

4.Bloquear la comunicacién de los puertos 137/UDP y 138/UDP asi como
los puertos 139/TCP y 445/TCP en las redes de las organizaciones.

5.Bloquear los puertos Netbios desde Internet

6.Bloquear el acceso alared TOR

Fuente: https://www.incibe.es/protege-tu-empresa/avisos-seguridad /importante-oleada-ransomware-afecta-multitud-equipos
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US-CERT

UNITED STATES COMPUTER EMERGENCY READINESS TEAM

Aplicar el Parche MS17-010 para mitigar la vulnerabilidad SMB del 14 de Mayo en sistemas
operativos Windows.

Afinar las politicas del Antispam (instalado localmente o como servicio) para ayude a identificar y
bloquear malware, phishing sobre correo electrénico.

Escanear correo electronico de entrada, salida para detectar y bloquear archivos ejecutables con
destino usuarios finales a nivel de Gateway y usuario final.

Habilitar un Scan automatico Antivirus, Antimalware a nivel de PC, Servidor, UTM (Scan Antivirus
para Trafico de Navegacion HTTP, HTTPS, DNS), etc.

Implementar el principio: “Minimo Privilegio/Menor Autoridad”. Los usuarios no deberia tener
acceso como Super usuario (Administrador/Windows, root/Unix, Linux, sa,admin/Cisco/Huawei ) para
sistemas operativos, Aplicaciones, Dispositivos de red, Firewalls, etc.

Deshabilitar Macros/Scripts en Microsoft Office.

. Desarrollar un programa de Concientizacion en los usuarios finales para que noingresen en links
maliciosos, no abran adjuntos con archivos de dudosa procedencia..

Fuente: https://www.us-cert.gov/ncas/alerts/TA17-181A
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Recomendaciones:

8.

10.

11.

12.

<
lNFo-’ :ﬁ;om Informatica
201

AR JL 7703 Y PURSPECTVAS DELMUNGO DIGTAL

US-CERT

UNITED STATES COMPUTER EMERGENCY READINESS TEAM

Los usuarios finales deben tener un canal “Oficial” de reporte ante un Incidente de Seguridad
24x7 deberia existir punto de contacto oficial: repore.Incidente@empresa.com y niumero de
teléfono.

Regularmente realizar un Pentesting a tus servicios publicos, red LAN/WAN por lo menos 1
vez al ano.

Probar tus Backups, y asegura que estén trabajando adecuadamente, los backups
desarrollarlos en dispositivos que no estén conectados a la red.

Utilizar Firewalls o IDS Host a nivel de Servidores para proteccion de un ataque desde Internet
y desde la red Interna por un empleado.

Deshabilitar servicios innecesarios en tus sistemas que no usas, para el caso de
Ramsoware WannaCry y Petya desabilitar SMBv1.

Fuente: https://www.us-cert.gov/ncas/alerts/TA17-181A
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13. Entu firewall perimetral, bloquea TCP 445, TCP/UDP 137,138, y TCP 339 trafico de Internet
hacia la red de la empresa.

14. Segmentar lared de usuarios con la red de los servidores de la empresa, tratando de que si
hay una intrusion este aislado el incidente.

15. Hardenizacion de PCs, Servidores Criticos, Red Switches de Core, Switches de Distribucion,
apoyarse del fabricante, soporte del integrador para mejorar la seguridad de cada sistema y
mejores practicas de la Industria por ejemplo SANS Reading Room, Grupos de Usuarios de los
sistemas gue usan en tu empresa.

16. Realizar administracion de los equipos criticos fuera de banda, por si se cae la
comunicacion principal se cae.

17. Contar con herramientas de Monitoreo de los fabricantes y Open Source que permitan ver el
Trafico, Conexiones, Intentos de Ataques de Red, Falsos Positivos, Logs de los Servidores,
Firewall, IPS/IDS, PCs, etc, Es decir tener un Panel de Control con la Visibilidad de la red de la
Empresa.

Fuente: https://www.us-cert.qgov/ncas/alerts/TA17-181A
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